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QUY PINH VE QUYEN RIENG TV
AP DUNG CHO KHACH HANG

PRIVACY REGULATION APPLICABLE TO CUSTOMERS

Tom tat

Summary

e Quy dinh v& quyén riéng tw ap dung cho cac Khach hang cia Céng ty Cb
phan Phat trién B4t dong san Filmore giai thich cach thirc Cong ty thu thap
va xt ly di¥ liéu ca nhan clia nguwdi dung trong qua trinh giao dich, st dung
san pham/dich vu (“San Pham Cua Chung Téi"), truy cap cac nén tang cla
Céng ty va cac twong tac khac. Quy dinh cling hwéng dan céach thire thuc
hién cac quyén lién quan dén di liéu ca nhan cia ngwdi dung.

e Quy dinh nay khéng ap dung cho bét ky s&n pham, dich vu, trang web ho&c
ndi dung nao dwgc cung cap bdi Bén thir ba hodc cd st dung quy dinh vé

quyén riéng tw riéng.

e The privacy regulation applicable to Customers of Filmore Real Estate
Development Company explains how the Company collects and processes
users' personal data in activities such as transactions, usage, or access to
the Company’s websites or mobile applications and in connection with the
Company’s products and services (“Our Offerings”). The regulation also
provides guidance on how users can exercise their rights regarding their
personal data.

e This privacy regulation does not apply to any products, services, websites, or

content that are offered by third parties or have their own privacy reglation.

Pinh nghia va tw

viét tat

Definition

Abbreviation

and

Céc tlr viét tat va dinh nghia trong tai liéu tham chiéu Muc 1 va T dién thuat
ng& (FMR_DIO1).

The abbreviations and definitions used in this document refer to Article 1 and the
Terminology Dictionary (FMR_DI01).




Van ban phap

luat lién quan

Relevant legal

documents

e Bo6 Luat Dan sw 2015, Luat An ninh quéc gia ngay 03 thang 12 nam 2004;
e Luat An ninh mang ngay 12 thang 6 nam 2018;
e Nghidinh 13/2023/ND-CP bao vé D liéu ca nhan ngay 17 thang 4 nam 2023.

e The Civil Code 2015, National Security Law dated December 3, 2004;

e The Cybersecurity Law dated June 12, 2018;

e Decree No. 13/2023/ND-CP on Personal Data Protection dated April 17,
2023.
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[Tiéng Viét]

Dinh nghia va giai thich ttr ngir

1.1

1.2

1.3

1.4

1.5

1.6

Di liéu ca nhan: thong tin dwéi dang ky hiéu, chir viét, chir sé, hinh anh, am thanh ho&c dang
twong tw trén moi trwdng dién t&r gan lién véi mot con nguwdi cu thé hodc gilp xac dinh mot

con nguwdi cu thé. D liéu ca nhan bao gém di liéu dwoc quy dinh tai Muc 4 Quy dinh nay.
Bén xt ly D@ liéu ca nhan: t6 chirc, ca nhan thwe hién viéc xt ly di liéu thay mat cho Cong ty,
thdng qua mot hop ddng hodc théa thuan véi Cong ty.

Cha thé div liéu: ca nhan dwoc D liéu ca nhan phan anh.

Bao vé D liéu ca nhan: hoat dong phong ngtra, phat hién, ngan chan, x& ly hanh vi vi pham
lién quan dén D liéu ca nhan theo quy dinh cla phap luat.

X0 ly D@ liéu ca nhan: mét hodc nhiéu hoat déng tac dong téi D liéu ca nhan, nhw: thu thap,
ghi, phan tich, xac nhan, lwu tri¥, chinh slra, cong khai, két hop, truy cap, truy xuét, thu héi, ma
hoa, gidi ma, sao chép, chia s&, truyén dwa, cung cap, chuyén giao, x6a, hily D liéu ca nhan

hoac cac hanh dong khac cé lién quan.

Bén tht ba: t6 chirc, ca nhan khac khéng phai la Céng ty, Cha thé di liéu.

Muc dich xtr ly Div liéu ca nhan

Chung toi st dung D liéu ca nhan ctia Khach hang (“Cha thé dir liéu”) dé van hanh, cung cép va

cai thién S&n Pham Cuia Chung Téi va nham cac muc dich khac vi lgi ich ctia Khach hang theo dung

quy dinh phap luat. Muc dich st dung Di liéu c& nhan cda chung t6i (“Muc dich”) bao gém:

2.1

2.2

2.3

Van hanh, cung cép va ban giao San Phdm Cua Chuing Téi, ddng thoi xt ly giao dich lién quan
dén San Pham, bao gdm nhwng khéng gi¢i han dén viéc dang ky, mua ban va chuyén nhwong
quyén s& hiru dbi véi dién tich thwong mai/ can hé/nha &/biét thy trong dw &n cla ching toi
va cung cap dich vu va dac quyén lién quan téi Khach hang, tham gia chwong trinh wu dai,
cung cép dich vu quan ly, van hanh San Phdm Cua Chung Téi, thanh toan va nhan ban giao

hang.

Hb tro viéc thiét 1ap, van hanh, bao tri va/hodc quan ly bat ky tai khoan nao dwoc mé béi hoac
dirng tén Khach hang vaéi chang t6i, ddng thdi cung cdp céac dich vu va hé tro lién quan (bao
gdm ca cho muc dich thanh toan hodc dé xir ly cac don d&t hang va ing dung cho céc dich vu
do);

Duy tri, kiém tra va/hodc van hanh bt ky hé thdng hodc nén tang nao can thiét d& cung cap
bat ky San Phadm Clia Ching T6i, hodc lién quan dén (cac) trang web hodc (cac) trng dung di
dong sé dwoc cung cap bdi ching toi hodc bat ky nha cung cap dich vu Bén thir ba nao do

chung t6i chi dinh;
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2.4

2.5

2.6

2.7

2.8

29

2.10

2.11

2.12

2.13

2.14

215

2.16

Hb tro két ndi va kha nang twong tac gitra/trong sd cac nha cung cép dich vu Bén thi ba do

chung t6i chi dinh lién quan dén cac dich vu do cac nha cung cép dich vu dé cung cap;

Danh gia, xt ly, phan héi hodc giai quyét cac thac méc, yéu cau, phan anh, cau héi, hwéng

dan hoac khiéu nai ctia Khach hang; va thwc hién cac hoat ddng cham séc Khach hang khac;

Xac minh danh tinh ctia Khach hang va/hoac nhirng ngwoi cé lién quan ctia Khach hang (bao
gdm nhwng khong gi&i han & nhirtng nguoi sang lap, cd ddng chinh, nguei dai dién theo phap
luat va ngudi dai dién theo Gy quyén, thanh vién hoi ddng quan tri, giam déc, vo/chdng, cha

me, con cai); va x ly cac don dat hang va cac yéu cau dang ky cac dich vu;

Tién hanh kiém tra tin dung dé chuén bj cac bao cdo tin dung va/hodc dé danh gia mdc do tin
nhiém;

Cung cép va quéan ly cac lgi ich danh cho Khach hang than thiét, tang thuwéng, khuyén mai,

cudc thi, rat tham trang thwdng va cac lgi ich lién quan khac;

Tién hanh nghién cru thi trwong, 1ap ké hoach, khdo sat Khach hang, phan tich xu hwéng

va/hoac cac hinh thirc phan tich di¥ liéu lién quan khac;

Thiét lap, tdng cwdng va/hodc cai thién cac hé thdng thanh toan, bao gdbm giao dién hoac
twong tac cla cac hé théng thanh toan dé véi hé théng thanh toan clia cac té chirc tai chinh,

ngwdi ban va’hodc té chirc thanh toan khac;

Tim kiém 161 khuyén tir chuyén gia, bao gdbm ca tw van phap ly, hoac thyc thi nghia vu cla
Khach hang va quyén cla chung t6i, bao gém nhwng khéng gi&i han viéc thu héi khoan no
ctia Khach hang hodc béi bat ky nguwdi nao khac, hoac bao vé cac quyén va loi ich cia chang
t6i va/hodc bat ky t6 chire, dbi tac, nha thau hoac nha cung cép dich vu Bén thir ba ndo cé lién
quan;

Tién hanh diéu tra hoac x{&r ly cac khoan no kho doi, phong chdng tdi pham va Iira déo, phat
hién truy t6, quan Iy rdi ro, vi pham cac diéu khoan va diéu kién déi v&i dich vu do chang toi
cung cap hoac ngan chan bat ky ca nhan nao thwc hién hanh déng gay hai va bat hop phap;
Do lwéng viéc st dung, phan tich hiéu suét, stra 16i, cung cép hd tro, cai thién chat lwong va
phat trién San Phdm Cua Chuang Tbi.

Dé xuét S&n Pham Clia Chung T6i ma Khach hang co thé quan tdm, nhan dién sé thich cta
Khach hang va ca nhan héa tréi nghiém ctia Khach hang véi San Pham Clia Chang T6i.
Trong mét s6 trwdng hop nhét dinh, ching tdi cé nghia vu phap ly dé thu thap, st dung hodc
Iwu trlr théng tin ca nhan cda Khach hang.

Lién lac v&i Khach hang lién quan dén San Phdm Cuaa Chung Téi thédng qua cac kénh khac

nhau (vi du: email, chat) va dé tra 1&i yéu cau cla Khach hang.
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2.17 Tiép thi va quéng ba San Phadm Cula Chung Téi theo quy dinh cGia phap luat. Chung téi cé thé

hién thi quang cdo San Phdm Cuia Chung Téi dwa trén sé thich ctia Khach hang.

2.18 Ngé&n chan va phat hién gian lan va lam dung nham bao vé an ninh clia Khach hang, ching toi
va nhirng ngudi khac. Chang téi cling c6 thé str dung cac phwong phap chdm diém dé danh

gia va quan tri rdi ro tin dung.

2.19 Chung tdi c6 thé xin chap thuan cla Khach hang vé viéc s dung théng tin ca nhan cho mot

muc dich cu thé nao dé khi chung t6i lién hé véi Khach hang.
Loai Dir liéu ca nhan dwoc xtr ly

Chung t6i thu thap théng tin ca nhan ctia Khach hang trong qua trinh cung cap S&n Phdm Cuia Ching
T6i cho Khach hang.

Duw6i day |a cac nguén thdng tin dwoc ching toi thu thap:

3.1 Théng tin Khach hang cung cap cho chung tai: Chang t6i thu thap bat ky théng tin nao Khach

hang cung cép lién quan dén San Phdm Cuda Chung Téi, bao gdm nhwng khéng gi¢i han &:

a. Tén, dia chi email, dia chi thwong tra, dia chi lién hé, sb dién thoai va théng tin lién lac
twong tw khac;

b. Théng tin thanh toan, bao gdm théng tin thé tin dung va tai khoan ngan hang;

c. Théng tin vé té chirc clia Khach hang va dau méi lién hé ctia Khach hang, chdng han nhw
ddng nghiép hodc nhirng ngudi trong t6 chirc ctia Khach hang;

d. Tén ngwoi dung, bi danh, vai tro va théng tin xac thuc va bao mat khac;

e. Noi dung phan héi, I&i chirng thwe, cau hdi, trao dbi véi chang téi;
Hinh &nh cia Khach hang (tinh, video va trong mét sé trworng hop 3-D), giong néi va cac
dac diém nhan dang ca nhan khac ctia Khach hang khi Khach hang tham dy mét sy kién
clia Cong ty hoac sir dung mét s S&n Phdm Cua Chung Toi;

g. Théng tin lién quan dén danh tinh, bao gdm théng tin nhan dang (Chirng minh nhan dan,
can cuwdc cong dan, hd chiéu) do chinh phi cép, quéc tich;

h. Thong tin tai chinh va doanh nghiép; va

i. S6 VAT, ma sb thué Thu nhap ca nhan va cac dinh danh thué khac.

3.2 Théng tin tw ddng: Chung tdi c6 thé tw dong thu thap moét sé loai théng tin nhat dinh khi Khach

hang twong tac véi Sdn Phdm Cla Chung Téi, bao gdm nhwng khéng gidi han &

a. Thong tin mang va két ndi, nhw dia chi giao thirc Internet (IP) dwoc sir dung dé két nbéi may
tinh (hodc thiét b khac) véi Internet va thong tin vé nha cung cép dich vu Internet ciia Khach

hang;
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h.

Thoéng tin v& may tinh va thiét bi, chdng han nhuw thiét bi, 'ng dung, hodc loai va phién ban
trinh duyét, loai va phién ban cuta plug-in cla trinh duyét, hé diéu hanh hodc cai dat mui
gio;

Vi tri ctia thiét bj hodc may tinh ctia Khach hang;

Thoéng tin xac thuc va bao mat;

Théng tin twong tac ndi dung, chang han nhw ndi dung dwoc tai xudng, ludng va chi tiét
phat lai, bao gébm thoi lwong va sb lwong ludng va tai xuéng déng thoi;

Cac s6 liéu San Phadm Cuia Chung Téi, chang han nhuw viéc st dung san pham, 16i k§ thuat,
bao cao, tuy chon cai dat cia Khach hang, théng tin sao Iwu, API calls, va nhat ky khac;
Noi dung Khach hang da xem hodc tim kiém, th&i gian phéan hdi cha trang web, (rng dung,
va thoéng tin twong tac trang (nhw cudn, nhap chuét);

Dia chi email va sb dién thoai dwoc siv dung dé lién hé véi ching toi; va

Théng tin nhan dang va thdng tin co6 trong cookies.

3.3 Théng tin tr cac ngudn khac: Chuang t6i ¢ thé thu thap théng tin vé Khach hang tir cac ngudn
khac, bao gdm nha cung cap dich vu, déi tac va cac ngudn cong khai cé sén, bao gdm nhuwng
khong gi¢i han &:

a. Thong tin tiép thi, tao doanh sb va tuyén dung, bao gom tén, dia chi email, dia chi thuc, sé
dién thoai va théng tin lién hé twong ty khac;

b. Théng tin vé dang ky, mua, hd tro hodc théng tin khac vé twong tac cla Khach hang véi
cac san pham, dich vu clia ching t6i hodc v&i cac san pham ctia Bén thv ba lién quan dén
San Phadm Cua Chung Toi;

c. Két qua tim kiém va lién két, bao gébm cac danh sach san pham, dich vu dwoc tra tién (nhuw
Lién két duwoc Tai tro); va

d. Thoéng tin lich st tin dung.

3.4 Ngoaira, mot s6 Dir liéu ca nhan ma chuing téi thu thap cé tinh chét Ia théng tin nhay cam nhu:
a. Théng tin vé thudc tinh vat ly, dac diém sinh hoc riéng cia ca nhan;

b. Théng tin lién quan dén thanh toan, bao gbm théng tin vé tai khodn ngan hang, thé tin
dung, v.v (khdng bao gébm sb thé chi tiét, s6 cvv hodc ma sb xac thwe khac co gia tri phap
ly twong dwong);

c. D@ liéu vé vi tri cGia ca nhan dwoc xac dinh qua dich vu dinh vi;

d. Théng tin trinh d6 hoc van, bang cap, nghé nghiép;

e. S& thich, thoi quen ciia Khach hang;

f. Thong tin giao dich cia Khach hang da thyc hién véi Cong ty

g. D@ lieu ca nhan khac duwgc phap luat quy dinh la dac thu va can cé bién phap bao mat can
thiét.
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Cach thirc thu thap Dir liéu ca nhan

D liéu ca nhan cé thé dwoc thu thap tir Khach hang theo nhirng cach sau:

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

410

4.11

Khi Khach hang cung cip D liéu ca nhan cho ching t6i hodc gvi cac biéu mau, bao gébm
thong qua viéc dang ky tai khoan, trén cac trang web clia chung téi, cac rng dung di dong,

cbng théng tin trc tuyén, email, thu thap truc tiép hodc cac phwong phap khac;

Khi Khach hang (hodc bat ky ngwdi nao dwoc Khach hang Gy quyén) lién lac véi nhan vién,
cac don vi cung cap dich vu phu clia chuing téi (bao gdm bét ky ca nhan chuyén giao hang hoéa
hay dich vu nao), nhan vién cham séc Khach hang hodc dai dién tiép thi qua dién thoai, thw,

email, gap mat truc tiép...;

Khi Khach hang déng ky vao danh sach gt thw clia ching t6i hodc dang ky cap nhat déi voi
bat ky San Phadm Cua Chang T6i;

Khi Khach hang phan hdi lai cac chwong trinh khuyén mai ctia ching toi;

Khi Khach hang dwoc cac ddi tac kinh doanh, Khach hang doanh nghiép va cac Bén thi ba
khac gidi thiéu cho chung t6i;

Khi chang tdi nhan dwoc thong tin ctia Khach hang tir cac Bén thir ba lién quan dén cac san

pham va dich vu ma Khach hang da dang ky mét cach hop phap;

Khi chiing t6i ghi am céc cudc goi trao ddi qua dién thoai (vi du nhw qua dwéng day ndng cham
s6c Khach hang) va cé thé dwoc ghi am lai cho muc dich dao tao, kiém soat chat lwong, kinh
doanh va’hodc cac muc dich hop phap khac. Ching tdi sé théng bdo va ldy xac nhan cla

Khach hang trwéc;
Trong qua trinh ghi hinh camera quan sat (CCTV) khi mét ca nhan dén cac clra hang va toa
nha cua chung t6i;
Khi Khach hang tao ra di¥ liéu hoac lién két di¥ liéu v&i tai khodn clia minh, vi du nhw viéc d?)ng

bd hoa tai khoan, viéc xac thyc dang ky, v.v.;

Chung téi thu thap mét cach ty dong khi Khach hang truy cap trang web ctia ching téi va cac
trang web khac ma chung téi s& hiru hodc quan ly, s&r dung cac cdong nghé nhw cookies (cua
chung téi hoac Bén thir ba), hop déng véi ching téi hodc véi bat ky Bén thi ba nao théng qua
trang web cla ching t6i hodc tai xudng va/hodc str dung bat ky ctia cac (rng dung va/hodc

phan mém cla chdng t6i; va

Khi Khach hang (hodc bt ky ngwdi ndo dwoc Khach hang dy quyén) cung cp D liéu ca nhan

cho chang t6i vi bat ky ly do nao khéc.
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5.

Thu thap va str dung cookies

5.1

5.2

5.3

5.4

Chung t6i str dung cookies, pixel va cac cong nghé twong tw khac (goi chung la “cookies”) dé
nhan dién trinh duyét hoéc thiét bj cia Khach hang, tim hiéu thém vé s& thich ctia Khach hang,
cung cap cho Khach hang céac tinh ndng va dich vu thiét yéu va cho cac muc dich bd sung

khac, bao gdm:

a. Nhan dién Khach hang khi Khach hang dang nhap st dung dich vu cia ching toi. Diéu nay
cho phép chung t6i cung cap cho Khach hang cac dé xuét, hién thj ndi dung dwoc ca nhan
héa va cung cap cac tinh ndng va dich vu tiy chinh khac.

b. Lwu tdm dén tly chon ma Khach hang da chap thuan. Biéu nay cho phép chuing tdi ton

trong nhirng diéu Khach hang thich va khéng thich, chang han nhw ngén ngir va ciu hinh

ma Khach hang Iwa chon.

Tién hanh nghién cru va phan tich dé cai thién San Phadm Cua Chuing T6i.

Ngan chan hanh vi gian lan.

Cai thién an ninh.

= @ o 0

Cung cép ndi dung, bao gdm quang cdo, cé lién quan dén sé thich ciia Khach hang trén
cac trang web clia chung t6i va trang web clia Bén thir ba.

g. Do lwdng va phan tich chat lwong ctia cac S&n Phdm Cua Chung Toi.

Cookies cho phép Khach hang tan dung mét sb tinh nang can thiét ctia ching tdi. Néu Khach
hang ch&n hodc tir chdi cookies clia ching t6i, Khach hang sé khong thé st dung mot sé san
ph&m, dich vu nhat dinh yéu cau Khach hang dang nhap. Khach hang cé thé phai tw tay diéu
chinh mét s6 tuy chon hodc cai dat ngdn nglr mdi khi Khach hang truy cép lai cac trang web
cua chung toi.

Bén thir ba dwoc chap thuan ciing co thé cai dat cookies khi Khach hang twong tac véi cac
Sé&n Pham Cua Chung Téi. Bén th ba nay thuwong bao gébm cong cu tim kiém, nha cung cép
dich vu do lwdng va phan tich, mang xa hdi va cdng ty quang cao. Bén thr ba st dung cookies
trong qua trinh cung c&p ndi dung, bao gdm quang céo lién quan dén sé thich ctia Khach hang,

dé do lwdng hiéu qua cla quang cdo va thyc hién moét sé dich vu thay mét cho chang téi.

Khach hang co thé quan ly cookies trinh duyét bang viéc cai dat trinh duyét ctia minh. Tinh
nang 'Tro giup' trén hau hét cac trinh duyét sé cho Khach hang biét cach ngan trinh duyét chap
nhan cac cookies méi, cach trinh duyét théng bao cho Khach hang khi Khach hang nhan duwgc
cookies m&i, cach tat cookies va khi cookies hét han. Néu Khach hang tat tat ca cookies trén
trinh duyét ctia minh, ca chuing tdi va Bén thir ba sé khdng thé chuyén cookies sang trinh duyét
ctia Khach hang. Tuy nhién, néu Khach hang lam diéu nay, Khach hang cé thé phai ty tay diéu
chinh mét sb tiy chon méi khi Khach hang truy cap lai trang web va mét sb tinh nang va dich

vu c6 thé khong hoat dong.
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Cach thirc xtr ly Dir liéu ca nhan

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

Cong ty va/hodc Bén xr ly D liéu ca nhan theo sy déng y clia Khach hang sé thuc hién cac
hoat ddng xt ly di¥ liéu theo quy dinh phap luat nhdm thwc hién cac Muc dich dwoc quy dinh

tai Quy dinh nay.

Tai Cong ty, bdo mat 1a wu tién cao nhét ctia chung t6i. Hé théng ctia ching téi dworc thiét ké

c6 tinh dén kha nang bao ddm an toan va riéng tw cho thong tin ctia Khach hang.

Chung téi ludn thwe hién kiém soat an ninh bdo mat dé ngén chén viéc truy cap, st dung trai
phép théng tin ca nhan. Chang tdi cling thuweng xuyén phdi hop véi chuyén gia bdo mat nham
cap nhat nhirng thong tin maéi nhat vé an ninh mang d& ddm bao sw an toan cho théng tin ca
nhan. Khi thu thap di¥ liéu, chidng téi thwc hién Iwu gilr va bao mat thong tin ca nhan tai hé
thdng may chu va céc thoéng tin ca nhan nay duwoc bdo ddm an toan bang hé thdng twéong Itra,
bién phap kiém soat truy cap, ma héa di¥ liéu theo chuén quéc té. Béi véi cac dir liéu chwa co
nén tdng cong nghé duoc ap dung, ching t6i sé quyét dinh cach thirc lwu gitr va bado mat théng

tin tét nhat.

D liéu ca nhan cta Khach hang sé dwoc lwu va xi ly téng thé hay tirng phan & Viét Nam.
Trong pham vi phap luat cho phép, Cong ty cé thé chuyén va lwu trir D liéu ca nhan tai nwéc
ngoai, ké ca gidi phap lwu tri trén dién toan dam may. Viéc lwu trir D liéu ca nhan duoc thuc
hién trong khoang thoi gian can thiét dé hoan thanh cac Muc dich tai Quy dinh nay. Cong ty sé
chi chuyén D{ liéu ca nhan cGa Khach hang ra nwéc ngoai khi phit hop véi cac quy dinh cla

phap luat vé bao vé D liéu ca nhan.

Néu Khach hang truy cap cac nén tang do Cong ty cung cép tir mot dia diém nam ngoai Viét
Nam, viéc str dung d6 dwoc hiéu |a Khach hang ddng y chuyén dir liéu ctia minh ra ngoai

pham vi quéc gia/vuing lanh thé d6 va gl téi Viét Nam.

Bang viéc cung cap théng tin ctia minh, Khach hang déng y dé Cong ty, cdng ty con, cong ty
lien két co thé st dung D@ liéu ca nhan ctia Khach hang phu hgp véi cac Muc dich va quy dinh

cua phap luat.

Khi Khach hang lua chon cung cép, chia sé va cong khai Di¥ liéu c& nhan 1én nén tang cla
Cong ty hodc dwéi hinh thirc nao khac, nghia rang Khach hang da déng y va Gy quyén cho

Coéng ty chia sé thong tin dé phu hgp v&i Muc dich.

Trong mét sé tinh hudng dac thu, D liéu ca nhan ctia Khach hang can dworc thu thap béi Bén
thir ba theo quy dinh cta phap luat, vi du nhw co' quan nha nwéc cé thdm quyén, hodc nha
cung cap dich vu khac cho Khach hang do Céng ty thué. Khi d6 viéc thu thap va x ly D liéu
ca nhan gitra Khach hang va cac Bén thir ba nay cling sé phai tuan theo quy dinh phap luat

vé bao vé D liéu ca nhan.
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6.9 Luwu trir theo yéu cau cla phéap luat: theo quy dinh ctia phap luat, Céng ty cé thé phai thu thap
va lwu trir D@ liéu ca nhan clia Khach hang cho muc dich ndi bd nhw lwu trik hd so va tuan tha

nghfa vu vé thué, va nghia vu bat budc khac theo quy dinh ctia phap luat vao tirng thoi diém.

6.10 Trong qua trinh Khach hang hoat déng tai Cong ty, cdng ty con, cong ty lién két va/hodc théng
qua cac kénh lién lac khac nhw dwdng day néng ctia Cong ty, Cong ty sé dwoc quyén ghi lai
hinh anh va/hodc giong néi ctia Khach hang trong trwérng hop can thiét nham phuc vu cho viéc

thwe hién cac Muc dich theo quy dinh tai Quy dinh nay.
T6 chirc, ca nhan dwoc xtr ly Div liéu ca nhan

Thong tin v& Khach hang 1a moét phan quan trong trong hoat ddng ctia chuing toi, va ching téi khong
ban théng tin ca nhan cda Khach hang cho nguwdi khac. Chang téi chi chia sé thong tin ca nhan nhw
dwoc néu dwdi day. Chung téi chi chia sé thdng tin ca nhan cho ndi b Cong ty va cong ty con cla

Cong ty néu cac cong ty nay déu tuan thd Quy dinh nay hodc quy dinh twong tuw.

7.1 Chung t6i cung cip cho Khach hang cac dich vu, phan mém va néi dung do Bén thr ba cung
clp dé st dung trén hodc théng qua San Phdm Cua Chung Téi. Khach hang c6 thé biét khi
nao Bén th& ba tham gia vao cac giao dich cia Khach hang va chuing téi sé chia sé thong tin

lién quan dén cac giao dich d6 v&i Bén thi ba dé.

7.2 Chung t6i st dung va’hodc hop tac véi cac cong ty va ca nhan khac dé thue hién mot sé cong
viéc va chwong trinh nhw chwong trinh wu dai, ban hang chéo,... danh cho Khach hang. Vi du
bao gébm: glri thoéng tin lién lac, xt ly thanh toan, danh gia rai ro tin dung va tuan tha, thwe hién
chwong trinh hd tro' 13i suat, x(r ly tai sdn bao dam, phan tich di liéu, cung cép hé tro tiép thi
va ban hang (bao gdm quan Iy quang céo va su kién), quan ly quan hé Khach hang va dao
tao. Bén thi ba cung cép dich vu nay cé quyén truy cap vao théng tin ca nhan can thiét dé
the hién cac chirc nang cua ho, nhwng khéng dugc st dung cho cac muc dich khac. Ngoai

ra, ho phai tuan thi Quy dinh nay va phap luat vé bdo vé quyén riéng tw lién quan.

7.3 Trong qua trinh phat trién kinh doanh, chung téi c6 thé ban hodc mua cac doanh nghiép hoac
tai cAu tric doanh nghiép hoac chuyén nhwong Dw an hoac dich vu khac phu hop véi quy dinh
cta phap luat. Trong céc giao dich nhw vay, théng tin ca nhan, co s& di liéu va quyén sir dung
thdng tin néi chung 1a mét trong nhirng tai sén kinh doanh dwoc chuyén nhwong nhwng bén
nhan chuyén nhwong van phai tuan theo cac quy dinh ctia Quy dinh nay (ho&c khi dwoc Khach
hang chap thuan). Ngoai ra, trong truérng hop Cong ty hodc phan Ién tai san ctia Cong ty duoc
mot cong ty khac mua, théng tin cia Khach hang sé tré thanh mét trong nhirng tai san dwoc

chuyén nhuong.

7.4 Chung t6i tiét 16 DI liéu ca nhan khi chuing t6i dwoc yéu cau dé tuan tha phap luat, dé thuc thi

ho&c ap dung cac diéu khodn va théa thuan cla ching t6i véi Khach hang.
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10.

7.5 Ngoai cac quy dinh trén, Khach hang sé nhan dwoc théng bao khi théng tin ca nhan vé Khach
hang cé thé dwoc chia sé véi Bén thér ba va Khach hang sé& cé quyén khdng chap thuan viéc
chia sé thong tin.

Hau qua, thiét hai khong mong mudn cé kha ning xay ra
Viéc x& ly D@ liéu ca nhan luén tiém an rai ro rd ri, that thoai di liéu va c6 kha nang gay nén hau
qua, thiét hai khéng mong muén. Céng ty nhan thirc tdm quan trong va trach nhiém ctia viéc bao vé
D liéu ca nhan, cam két luén tuan thi cac nguyén tac bao vé D liéu ca nhan, quy dinh phap luat
lién quan dén quyén ctia Khach hang, ap dung bién phap bao vé phu hop theo quy dinh clia phap
luat hién hanh va thwong xuyén xem xét, cap nhat bién phap ky thuat tdi wu nhat dé ddm bao an
toan trong viéc xt ly D liéu ca nhan, nd luc téi da phong ngtra rii ro va han ché cac hau qua, thiét
hai khéng mong mudn cé thé xay ra, bdo vé quyén va loi ich hop phap clia Khach hang va ciia Coéng
ty.

The&i han lwu triv Dir liéu ca nhan

Chung téi lwu trir théng tin ca nhan cia Khach hang dé dam bao cho Khach hang kha nang st dung
lién tuc cac S&n Phadm Cuaa Chang Téi, va lwu trir trong thdi han can thiét dé thwc hién dwoc cac
muc tiéu quy dinh tai Quy dinh nay, hodc theo quy dinh ctia phap luat (bao gébm ca cho muc dich
thué va ké toan), hodc dé thwc hién cac cong viéc khac phu hop théa thuan cac bén hodc ngay ca
khi két thuc giao dich gitra Cong ty va khach hang néu co va duoc thong bao trwdc cho Khach hang.
Thoi gian ching toi lwu gitk thong tin ca nhan cu thé khac nhau tuy thudc vao muc dich st dung va

chung t6i sé x6a thong tin ca nhan cua Khach hang theo quy dinh cua phap luat hién hanh.
Théng tin ca nhan cua tré em

10.1 V& viéc xr ly D liéu ca nhan cua tré em, ching t6i luén tén trong va bao vé D liéu ca nhan

cua tré em. Trong trwong hop ching téi thu thap D liéu ca nhan cua tré em:
a. Dbivoi tré em dwdi 7 tubi: Chung toi sé xin sy ddng y clia cha me hoac ngudi giam hd cla
tré.
b. Dbi v&i tré em tir 7 tubi dén dwédi 16 tudi: Chung tdi sé xin ddng y clia cac tré em nay va
cua cha, me hoac ngwoi giam hé cua tré.
10.2 Trw khi phap luat cé quy dinh khac, viéc x& ly D& liéu ca nhan cia tré em sé bj dirng va D

liéu c& nhan cla tré em sé bj x6a néu:

a. Qua trinh xt ly khéng pht hop v&i cac muc dich da dwoc ddng y hodc qué trinh x( ly hoan
tat cho cac muc dich da dwoc déng y;
b. sw déngy bj rat lai; hodc

c. theo yéu cu clia co quan cé thAm quyén.
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11.

Sw déng y ctia Khach hang

1.1

11.3

11.4

11.5

11.6

Coéng ty ludn ton trong va bao mat théng tin cia Khach hang, do dé Coéng ty chi x& ly D liéu
ca nhan clia Khach hang phu hop véi muc dich dwoc dé cap trong Quy dinh nay va/hodc theo
quy dinh phap luat khi dwgc sw déng y clia Khach hang, triy trwéng hop phap luat cé quy dinh
khac.

Khach hang sé dwgc Cong ty théng bao ré cac ndi dung trong Quy dinh nay khi thyc hién thao
tac truy cap tao tai khoan, mua san phdm/str dung dich vu clia Cong ty. Bang cach hoan tét
cac thao tac truy cap tao tai khodn, mua san pham/str dung dich vu clia Cong ty, Khach hang

da biét ré cac ndi dung trong Quy dinh nay.

Béng viéc thiwre hién mét trong cac hoat déng dugc néu dwéi day sau khi hiéu ré ndi dung cua
Quy dinh nay, Khach hang dwoc xem la tw nguyén va thé hién rd rang sw dong y cho phép
Cong ty xtr ly toan bo D liéu ca nhan ctia Khach hang phu hop véi cac muc dich, néi dung

dwoc néu tai Quy dinh nay:

Khach hang ky xac nhan bang van ban khi giao dich trwc tiép tai Cong ty; hoac

Khach hang danh d4u vao 6 c6 noi dung “Téi da doc, hiéu rd, tw nguyén va dong y toan
bd Quy dinh nay cta Cong ty’ khi truy cap, dat hang, tao tai khoan, dang ky thanh vién
va/hoac thuc hién cac giao dich trén website va/hodc trén cac (rng dung, nén tang truc

tuyén cta Cong ty.

Khi Khach hang xac nhan nhw trén, Khach hang cam két rang viéc Khach hang cung cap théng
tin vé mot ca nhan khac (vi du: Nguwoi than hodc tré em), (A) ca nhan dé da dwoc théng bao
vé Quy dinh nay va cac thdng tin can thiét khac lién quan dén viéc x& ly va (B) ban cé thdm
quyén dé dua ra sy dong y thay mat ngudi dé va da dwa ra sy déng y hop 1& nhw vay thay

mat cho ngw&i do.

Khi xt& ly D& liéu ca nhan nhay cam, Cong ty sé thong bao dén Khach hang rang di liéu can
xt ly [a D& liéu ca nhan nhay cam. Trir treong hop phap luat cé quy dinh khac va/hoac Cong
ty co théng bao khac dén Khach hang, D liéu ca nhan nhay cdm dwoc Cong ty thu thap, st

dung, x& ly Ia nhirng di¥ liéu dwoc liét ké tai Muc 3.4 cda Quy dinh nay.

Trwdng hop Khach hang khéng ddng y cho Cong ty xt ly D liéu ca nhan cho bat ky muc dich
nao, Khach hang vui ldng gtvi yéu cau cu thé vé dia chi théng tin lién hé dwoc néu tai Muc 17
cta Quy dinh nay. Cong ty tén trong quyén cta Khach hang, tuy nhién, néu tir chdi, Khach
hang c6 thé khong dwgc hwdng nhitng quyén loi nhat dinh tr Cong ty va sé duwoc Cong ty

théng bao trwéc khi Khach hang quyét dinh tir chéi.
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12.

13.

Quyén cuia Cong ty

Phu thudc vao cac quy dinh cia Quy dinh nay va quy dinh phap luat, Cong ty cé cac quyén sau:

12.1

12.2

12.3

12.4

12.5

Thu thap va x ly D@ liéu ca nhan ctia Cha thé di¥ liéu theo quy dinh tai Muc 4, Muc 6 dé phuc
vu cho cac Muc dich dwoc quy dinh tai Muc 2 Quy dinh nay va quy dinh cta phap luat sau khi
c6 s ddng y clia Cha thé dir liéu ;

Chia sé D liéu ca nhan ctia Cha thé di liéu véi cac td chire, ca nhan phuc vu cac muc dich

lién quan nhw dwoc quy dinh tai Muc 7;

Lwu triy D@ liéu ca nhan cGa Cha thé dir liéu trong thoi han theo quy dinh dé& phuc vu cac muc

dich lién quan nhw dwgc quy dinh tai Muc 9;

X0 ly D@ liéu c& nhan cta Anh/Chi trong cac trudng hop khéng can sy déng y ctia Chu thé di
liéu trong cac trwdng hop khan cap nhw bao vé tinh mang, strc khde, hodc an ninh quéc gia

theo quy dinh tai Muc 14.2 va theo quy dinh phap luat;
Ghi am, ghi hinh va xt ly D liéu ca nhan thu dwgc tir hoat dong ghi am, ghi hinh tai Coéng ty
nham muc dich quan ly trat tw, bdo vé an toan, an ninh phi hop v&i quyén va loi ich hop phap

clia Coéng ty theo quy dinh ctia phap luat ma khéng can cé sy dong y ciia Cha thé di liéu.

Nghia vu cua Cong ty

Phu thudc vao cac quy dinh cta Quy dinh nay va quy dinh phap luat, Céng ty c6 cac nghia vu sau:

13.1

13.2

13.3
13.4

13.5

13.6

13.7

Thuc hién thu thap, x& ly D& liéu ca nhan dung theo quy dinh tai Muc 4, Muc 6 dé& phuc vu Muc
dich dwgc quy dinh tai Muc 2 Quy dinh nay va quy dinh cia phap luat sau khi c6 sw déng y
cla Chu thé di liéu .

Ap dung céc bién phap tb chirc va k§ thuat ciing cac bién phap an toan, bao mat phu hop dé
chirng minh cac hoat dong xt ly di¥ liéu da dwoc thyre hién theo Quy dinh nay va quy dinh cla
phap luat vé bao vé D liéu ca nhan, ra soat va cap nhat cac bién phap nay khi can thiét;

Ghi lai va Iwu tri¥, xoa nhat ky hé théng qua trinh xt ly D liéu ca nhan theo Quy dinh nay;
Thoéng bao hanh vi vi pham quy dinh vé bao vé D liéu ca nhan;

Lwa chon Bén X ly Di¥ liéu ca nhan phu hgp v&i nhiém vu rd rang va chi lam viéc véi Bén X
ly D liéu ca nhan cé cac bién phap bao vé phu hop;

B&o da&m cac quyén ctia Cha thé di liéu theo quy dinh tai Muc 14;

Trwéce khi xt ly D@ liéu ca nhan cla tré em, Cong ty sé thwc hién xac minh tudi ca tré em va
yéu cau sw ddng y cla (i) tré em va (ii) cha, me hodc ngudi giam ho cla tré em theo quy dinh
tai Muc 10;
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14.

13.8 Khéng ban, trao ddi, cho thué (cé thoi han hodc vé thdi han) cac théng tin ca nhan cta Cha

thé di¥ liéu trai véi Quy dinh nay ma khong cé sw chap thuan cia Chi thé di liéu theo phap

luat hién hanh

13.9 Phéi hop véi Bd Cong an, co quan nha nwéc cé thdm quyén trong bdo vé D liéu ca nhan,

cung cap thong tin phuc vu diéu tra, x& ly hanh vi vi pham quy dinh cGa phap luat vé bao vé

D liéu ca nhan.

Quyén cua Khach hang

Theo quy dinh ctia phap luat, Khach hang cé cac quyén sau:

14.1 Quyén duwoc biét

Khach hang cé quyén duoc biét vé hoat ddng x( ly D liéu ca nhan cdia minh, trir trweéng hop

luat c6 quy dinh khac.

14.2 Quyén déng y

Khach hang cé quyén déng y hodc khdng ddng y cho phép xt ly Di¥ liéu c& nhan ctia minh,

tuy nhién trong mét s trwdng hop Cong ty cé thé x& ly DI liéu ca nhan ctia Khach hang ma

khéng can su ddng y trwéc clia Khach hang nhu:

a.

e.

Trong trwéng hop khan clp, can xr ly ngay D@ liéu ca nhan cé lién quan dé bao vé tinh
mang, strc khde cia Khach hang hoac ngudi khac.

Viéc cong khai D& liéu ca nhan theo quy dinh cua luat.

Viéc xt ly di¥ liéu ctia co quan nha nwéc cé thAm quyén trong truéng hop tinh trang khan
cép vé quéc phong, an ninh quéc gia, trat ty an toan xa hdi, thdm hoa Ién, dich bénh nguy
hiém; khi c6 nguy co de doa an ninh, qudc phong nhwng chwa dén mdc ban bé tinh trang
khan cap; phong, chéng bao loan, khiing b, phong, chdng t6i pham va vi pham phéap luat
theo quy dinh cia luat.

Dé thuc hién nghia vu theo hop déng ciia Khach hang véi co quan, td chire, ca nhan cé
lién quan theo quy dinh cua luat.

Phuc vu hoat dong cua co’ quan nha nwéc da dwoc quy dinh theo luat chuyén nganh.

14.3 Quyén truy cap

a. Khach hang c6 quyén dwoc truy cap dé xem, chinh sira D liéu c& nhan ctia minh tai cac
nén tang cla Cong ty, trir tre'ng hop luat cé quy dinh khac.

b. Trwdng hop khong thé chinh stra truc tiép vi ly do ky thuat hodc vi ly do khac, Khach hang
c6 quyén yéu cau Cong ty chinh stra D liéu ca nhan ctia minh theo théng tin lién hé quy
dinh tai Muc 17 Quy dinh nay. Cong ty sé thwc hién trong 72 gi®» sau khi cé yéu cau hop 1é

Code: FMR_REO05, Version: 01 17/45

Effective date: 08/07/2025



cua Khach hang véi toan bd D liéu ca nhan ma Coéng ty thu thap dworc, trir tredng hop

phap luat c6 quy dinh khac.

14.4 Quyén rut lai sy déng y

Khach hang dwoc quyén rut lai sw ddng y clia minh, tri trwéng hop luat cé quy dinh khac.

b. Viéc rat lai sy ddng y khdng &nh hwéng dén tinh hop phap cla viéc x& ly dir liéu da dwoc

Khach hang déng y truwée khi rut lai sw déng y.

c. Khi nhan dwoc yéu cau rut lai sy ddng y cla Khach hang, Cong ty sé: (i) thong bao cho

Khach hang vé hau qua, thiét hai cé thé xay ra khi rut lai sy ddng v; (i) nglrng va yéu cau

céac td chirc, ca nhan c6 lién quan ngirng x& ly di¥ liéu ma Khach hang da rat lai sy ddng

y.

14.5 Quyén xda di liéu

14.5.1 Khach hang dwoc yéu cau Cong ty x6a D liéu ca nhan cia minh theo quy dinh cla

Quy dinh nay, trtr tredng hop luat cé quy dinh khac.

14.5.2 Khach hang dwoc yéu cau Cong ty x6a D liéu ca nhan cta minh trong cac truéng

hop sau:

a.

e.

Nhan thay khéng con can thiét cho muc dich thu thap da ddng y va chap nhan cac
thiét hai co thé xay ra khi yéu cau xéa dir liéu;

Rt lai sw déng y;

Phan déi viec x ly di¥ liéu va Cong ty khong co ly do chinh dang dé tiép tuc xc
ly;

D@ liéu ca nhan dwoc xt& ly khédng dung v&i muc dich da déng y hodc viéc xr ly
D{ liéu ca nhan la vi pham quy dinh cta phap luat;

D® liéu ca nhan phai xda theo quy dinh cta phap luat.

14.5.3 Viéc xda dir liéu sé khdng ap dung khi cé dé nghj ctia Khach hang trong cac truwdng

hop:

a.

Phap luat quy dinh khéng cho phép xda di liéu;

D{ liéu ca nhan da dwgc cong khai theo quy dinh cda phap luét;

T

c. DU liéu ca nhan dwoc xt ly nham phuc vu yéu cau phap ly, nghién ctru khoa hoc,
thdng ké theo quy dinh ctia phap luat;

d. Trong trwdng hop tinh trang khan cap vé qudc phong, an ninh quéc gia, trat tw an
toan xa hoi, tham hoa I&n, dich bénh nguy hiém; khi cé nguy co de doa an ninh,
quéc phong nhwng chwa dén mire ban bé tinh trang khan cip; phong, chéng bao
loan, khting bd, phong, chdng tdi pham va vi pham phap luat;
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e. Ung pho véi tinh hudng khan cép de doa dén tinh mang, strc khde hodc s an

toan cua Khach hang hoac ca nhan khac.

14.5.4 Viéc xo6a di¥ liéu sé& dwoc Cong ty thwe hién trong 72 gi sau khi cé yéu cau hop 1é
cta Khach hang véi toan bé D liéu ca nhan ma Céng ty thu thap dwoc, triv trwong

hop phap luat c6 quy dinh khac.

14.5.5 Cbng ty sé x6a khong thé khoi phuc D liéu ca nhan cta Khach hang trong trudng

hop:

a. X ly di¥ lieu khéng dung muc dich hodc da hoan thanh muc dich xt ly D liéu ca
nhan dwoc Khach hang déng y;

b. Viéc lwu trir D liéu ca nhan khdng con can thiét véi hoat dong ctia Céng ty;

c. Cong ty bi giai thé hoac khéng con hoat ddng hodc tuyén bb pha san hodc bi chdm

dirt hoat déng kinh doanh theo quy dinh ctia phap luat.
14.6 Quyén han ché x& ly di¥ liéu

a. Khach hang dwoc yéu cau Cong ty han ché x ly D liéu ca nhan ca minh, tri trwdng
hop luat co quy dinh khac.

b. Viéc han ché xt ly D liéu sé dwoc Cong ty thuc hién trong 72 gid sau khi c6 yéu cau hop
l&é cha Khach hang, véi toan bd Dir liéu ca nhan ma Khach hang yéu cau han ché, trr

trwdng hop luat cé quy dinh khac.
14.7 Quyén cung cap D liéu ca nhan

14.7.1 Khach hang dwoc yéu ciu Cong ty cung cap cho ban than D liéu ca nhan ctia minh,

trie trrong hop luat coé quy dinh khac.
14.7.2 Viéc cung cép D liéu ca nhan ctia Khach hang dwoc Cong ty thuc hién trong 72 gior
sau khi co yéu cau hop & cia Khach hang, trtr tredng hop luat cé quy dinh khac.
14.7.3 Cbdng ty khong cung cap D liéu ca nhan trong trwéng hop:
a. Gay tbn hai t¢i quéc phong, an ninh quéc gia, trat tw an toan xa hoi;
b. Viéc cung cip D liéu ca nhan ctia Khach hang co thé anh hwéng téi sy an toan,
strc khde thé chat hodc tinh than ctia ngudi khac;
c. Khach hang khéng ddng y cung cép, cho phép dai dién hodc Gy quyén nhan Dy
liéu ca nhan.
14.7.4 Tiép nhan yéu cau cung cip D liéu ca nhan
a. Congty sé tiép nhan yéu cau cung cap D liéu ca nhan va theo déi qué trinh, danh

sach cung cap D liéu ca nhan theo yéu cau;
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b. Trwdng hop D liéu ca nhan duwoc yéu cau khong thudc thdm quyén thi Cong ty
sé thong bao va huwéng dan Khach hang dén co quan cé thdm quyén hodc théng

b&o rd rang viéc khong thé cung cap D liéu ca nhan.
14.7.5 Giai quyét yéu ciu cung cip Di¥ liéu ca nhan

Khi nhan dwoc yéu ciu cung cap D liéu ca nhan hop &, Cong ty thong bao vé thoi
han, dia diém, hinh thtrc cung c&p D liéu ca nhan; chi phi thuc t& dé in, sao, chup, gt
thong tin qua dich vu bwu chinh, fax (néu cé) va phwong thirc, thoi han thanh toan;

thwe hién viéc cung cap D liéu ca nhan theo trinh tw, tht tuc quy dinh tai Muc nay.
14.8 Quyén phan déi xt ly di liéu

a. Khach hang dwoc phan déi Cong ty xt ly D liéu ca nhan cia minh nham ngan chén hodc han ché
tiét 16 DI liéu ca nhan hodc st dung cho muc dich quang co, tiép thi, trir trwong hop ludt cé quy
dinh khac;

b. Céng ty thuc hién yéu cau clia Khach hang trong 72 gi¢ sau khi nhan dwoc yéu cau hop 18, try

trwdng hop luat co quy dinh khac.
14.9 Quyén khiéu nai, t6 cao, khai kién
Khach hang cé quyén khiéu nai, t& cao hodc khéi kién theo quy dinh phap luat.
14.10 Quyén yéu cau bbi thwdng thiét hai

Khach hang cé quyén yéu cau bdi thwdng thiét hai theo quy dinh phap luat khi xay ra vi pham
quy dinh vé bao vé D liéu ca nhan ctia minh, trir trwdrng hop Cong ty va Khach hang cé thda

thuan khac hoac luat cé quy dinh khac.
14.11 Quyén ty bao vé

Khach hang co quyén tw bao vé theo quy dinh cta Bo luat Dan s, luat khac c6 lién quan hoac
yéu cau co quan, td chirc cé thdm quyén thwe hién cac phwong thirc bdo vé quyén dan sy

theo quy dinh phap luat
14.12 Phuong thirc thwe hién quyén

a. Dé thuc hién quyén cua Khach hang dwoc quy dinh tai Muc 14 nay, Khach hang vui long
st dung biéu mau phu hop dwoc dang tai tai trang théng tin dién t& cla Coéng ty:
https://filmore.com.vn/ va g&ti dén phong ban phu trach theo Quy dinh tai Muc 17.

b. Cac biéu mau dé thwc hién quyén cia Khach hang dwoc liét ké tai Muc 19 Quy dinh nay.

c. Khicé yéu ciu, Khach hang hodc dai dién hop phap clia Khach hang gri Théng bao theo
mau dén Cong ty bang phwong thire truc tiép tai tru s& Cong ty, qua hom thw dién t& hodc

qua dich vu bwu chinh theo thong tin lién hé tai Muc 17.

Code: FMR_REO05, Version: 01 20/45
F Effective date: 08/07/2025



d. Trwdng hop Khach hang Gy quyén cho mét td chirc, ca nhan khac dai dién Khach hang
thwe hién cac tha tuc lién quan t&i xt ly D liéu ca nhan ctia Khach hang véi Cong ty,
Khach hang hodc nguoi dai dién hop phap ctia Khach hang phai cung cip cho Céng ty
van ban Gy quyén hop phap (néu Gy quyén cho ca nhan thi van ban Gy quyén phai dwoc
coéng chirng, chirng thwe; néu Gy quyén cho td chirc thi phai cé day da chir ky ctia Khach
hang va ngudi dai dién co thdm quyén cua to chirc), ddng thdi ndi dung van ban Gy quyén
phai thé hién rd Khach hang da biét ré cac thong bao, chinh sach, diéu khoan, diéu kién
quy dinh vé xt ly D@ liéu ca nhan va ddng y cho Céng ty x( ly D liéu ca nhan cia Khach
hang.

e. Coéngty s& clr nhan sy co trach nhiém tiép nhan, x(& ly, theo ddi yéu cau ctia Khach hang

theo quy dinh ctia phap luat.

15. Nghia vu cua Khach hang

15.1

15.2

15.3

15.4

15.5

15.6

15.7

Tw bdo vé D liéu ca nhan cGa minh; yéu cau cac t6 chirc, ca nhan khac cé lién quan bao vé
D{ liéu ca nhan cda minh.
Toén trong, bao vé D liéu ca nhan clia ngudi khac.

Cung cép day da, chinh xac D liéu ca nhan khi déng y cho phép Céng ty x& ly D liéu ca

nhan cua Khach hang.

Cam két, dm bao va chiu trach nhiém khi cung cap D liéu ca nhan ciia Bén th& ba cho Coéng
ty. Khach hang cam két rang da c6 dwoc sy Gy quyén hop phap cta Bén thir ba d6 cho viéc
cung cap va xr ly D liéu ca nhan va da théong bao cho Bén thir ba biét ré va déng y tat ca noi
dung cla Quy dinh nay, ké ca viéc cho phép Cong ty xt ly D liéu ca nhan cta Bén thi ba

phuc vu cho mét hodc moét sé hodc tat cd muc dich xr Iy dwoc néu tai Quy dinh nay.

Théng bao, cap nhat, bd sung kip thei, chinh xac D liéu ca nhan ctia minh cho Céng ty phu

hop v&i muc dich x& ly di liéu.

Tuan tha cac diéu kién (néu cd) khi thuc hién cac quyén ctia Khach hang dwoc quy dinh tai

Quy dinh nay va quy dinh phap luat cé lién quan.

Cac nghia vu khac theo Quy dinh nay va quy dinh phap luat.

16. Trach nhiém trong qua trinh trién khai ap dung Quy dinh

16.1

Thu thap D@ liéu ca nhan, lay sy ddng y cGa Cha thé div liéu

a. Phong Quan hé Khach hang phu hop véi nhu cau Cong ty khéi tao yéu cau thu thap Dy
liéu ca nhan va trinh bay, giai thich cho Chu thé di¥ liéu biét vé Quy dinh nay.
b. Phong Quan hé Khach hang |y xac nhan sy ddng y ctia Cha thé di liéu khi bat dau hodc

két thuc qua trinh thu thap D liéu ca nhan theo quy dinh tai Muc 11.

T
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16.2 Lwu trlr D liéu ca nhan

a. Phong IT thong bao, hwéng dan cac phong ban lién quan vé cac nén tadng céng nghé dé
lwu trir va x ly di¥ liéu ddi véi DI liéu ca nhan ma Cong ty da cé nén tang x& ly. Doi voi
cac Dir liéu ca nhan khac, Phong Quan hé Khach hang quyét dinh cach thire lwu triv.

b. Phong IT cé trach nhiém ddm béo rang tat cad D liéu ca nhan dwoc lwu trik trén cac nén
tdng dwoc bao mat va ap dung cac bién phap kiém soat truy cap chat ché. Phong Quan hé
Khach hang c6 trach nhiém dam bao cac tai liéu ma minh quyét dinh cach thic lwu triv
dwoc bdo mat.

c. Phong Quan hé Khach hang c6 trach nhiém kiém tra tinh day dud, chinh xac va cap nhat
D liéu ca nhan.

16.3 X ly D& liéu ca nhan

16.3.1 Phong Quan hé Khach hang la phong cha tri chiu trach nhiém chinh trong moi hoat

déng cua qua trinh xtr ly D liéu ca nhan;

16.3.2 Sau khi c6 dwoc sy déng y cla Chi thé di¥ liéu, Phong Quan hé Khach hang théng

bao cho Chl thé di¥ liéu biét vé cac ndi dung dudi day lién quan dén viéc x& ly D
liéu ca nhan ctia Cha thé di liéu:

Muc dich x ly;

Loai D liéu ca nhan dwoc str dung co lién quan téi muc dich x& ly;

Cach thire X Iy;

Théng tin vé céac td chirc, ca nhan khac ¢6 lién quan téi muc dich x ly;

Hau qua, thiét hai khdng mong mudn cé kha nang xay ra;

~ 0 Qo0 T ®

Thoi gian bat dau, thoi gian két thuc xir ly di liéu.
16.3.3 Phong Quan hé Khach hang c6 trach nhiém xt& ly D liéu ca nhan theo Quy dinh nay
va quy dinh phap luéat;
16.3.4 Céac phong ban khéac trong cong ty mubn x& ly D liéu ca nhan phai co sy ddng y cla
Giam déc Phong Quan hé Khach hang.
16.4 X ly yéu cau cta Cha thé di liéu
a.  Khico yéu cau tlr Cha thé dir lieu vé cac quyén theo quy dinh tai Muc 14, Phong Quan
hé Khach hang cé trach nhiém thuc hién yéu cau ctia Cha thé di liéu theo Quy dinh nay.
b.  Trong trwéng hop can thiét, Phong Quan hé Khach hang coé thé tham van y kién cla

Phong Phap ly va Phong IT dé xac dinh tinh hop phap clia yéu cau va x ly.
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17.

c.  Trong trwerng hop phat sinh khiéu nai, t6 cao, khéi kién ctia Cha thé di liéu, Phong Quan
hé Khach hang va Phong Phap Iy cé trach nhiém phdi hop gidi quyét theo quy dinh phap

luat.
16.5 Giam sat va cap nhat quy dinh vé bao mat di liéu

a. Phong IT sé& giam sat lién tuc hé thdng bdo mat, d&m bao khong ¢ vi pham bao mat hodc
16 lot thong tin D@ liéu ca nhan.

b. Phong Quan hé Khach hang sé phdi hop véi cac phong ban khac dé xac dinh va khac phuc
cac nguy co vé bao mat di liéu.

c. Phong Phap ly chiu trach nhiém ra soat va cap nhat Quy dinh nay theo cac quy dinh phap
luat vé quyén riéng tuw.

d. Trwdng hop phat hién xay ra vi pham quy dinh bao vé D liéu ca nhan theo Muc 23.6 Nghi
dinh 13/2023/ND-CP ngay 17 thang 4 nam 2023, Phong Quan hé Khach hang ch tri, phéi
hop v&i Phong Phap ly soan, glri thong bao cho B6 Cong an (Cuc An ninh mang va phong,
chdng t6i pham st dung céng nghé cao) cham nhét 72 gi¢» sau khi xay ra hanh vi vi pham.
Trwdng hop thong bao sau 72 gid thi phai kém theo ly do théng bao cham, mudn.

16.6 Dao tao va nang cao nhan thic

Phong Phap ly va Phong Quan hé Khach hang chu tri td chirc dao tao, truyén théng Quy dinh

nay cho cac phong ban, cac nhan sy méi cé trach nhiém trong quy dinh nay, d& nang cao nhan

thire va sw hiéu biét vé& quyén riéng tw trong cong ty.
16.7 B&o céo va kiém tra noi bd

Dinh ky hang nam, theo ké hoach cua Phong Kiém soat Noi bo thong bao, Phong Quan hé

Khach hang c6 trach nhiém lap bao céo va ndp cho Phong Kiém soat Noi b kiém tra viéc trién

khai thwe hién Quy dinh nay.

Thoéng tin lién hé

Néu Khach hang co6 bat ky cau hdi nao vé quyén riéng tw ctia Cong ty hodc mudn lién hé véi don vi
kiém soat thong tin cla chung t6i, vui Idng lién hé véi ching t6i va ching t6i sé ¢ géng tréd 1&i cau
hdi ctia Khach hang. Khach hang cling c6 thé lién hé v&i ching t6i theo dia chi dwdi day:

Phong Quan hé Khach hang, Cong ty Cé phan Phat trién Bat dong san Filmore

b. Bia chi: 357 — 359 An Dwong Vwong, phwéng Cho Quan, Thanh phé HS Chi Minh

c. Dia chi email: customerservice@filmore.com.vn hoac theo théng tin dia chi lién hé cua Cong

ty trong Hop ddng, Théa thuan ky véi Khach hang.
d. Sé dién thoai: +84 28 3829 9999
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18. Diéu khoan thi hanh

18.1

18.2

18.3

18.4

18.5

18.6

18.7

Quy dinh nay c6 hiéu lwc ké tir ngay ky va dwoc Cong ty cong bd cong khai dén Khach hang
trén website chinh thirc va/hoac cac kénh giao dich, lién lac gitra Cong ty véi Khach hang

va/hoac cac rng dung cua Cong ty.

Quy dinh nay Ia mét phan dinh kém, khéng tach rdi clia cac thda thuan, Hop déng da duoc

giao két gitra Cong ty va Khach hang.

Trén co s& phu hop véi cac quy dinh phap luat Cong ty cé thé thay ddi, diéu chinh, bd sung
ho&c cap nhat Quy dinh nay theo cac chi trwong, chinh sach, quyét dinh cia minh. Cac ndi
dung nay sé dwoc dang tai trén cac trang web clia Cong ty tai https://filmore.com.vn/ va théng

bao dén Khach hang qua cac phuong tién lién lac phu hop khac.

Cong ty co thé thay ddi cac quy dinh vé D liéu ca nhan theo thdi gian va phién ban Quy dinh

nay dwoc hién thi trén trang web ctia Cong ty https://filmore.com.vn/ sé& la phién ban dwoc cap

nhat gan nhét.

Cong ty khuyén nghi Khach hang nén thwdng xuyén kiém tra Quy dinh nay trén cac nén tang
clia Cong ty dé cap nhat cac thay déi va ludn dwoc Cong ty thong bao vé cach thirc ma Cong
ty dang bdo vé D liéu ca nhan ctia Khach hang. Viéc Khach hang tiép tuc s& dung cac nén
tang dwoc xem 4 tiép tuc st dung dich vu clia Céng ty va chap nhan ban Quy dinh dwoc cap

nhat.

Moi khiéu nai, tranh chap néu cé lién quan dén viéc thu thap va xt ly D liéu ca nhan theo Quy
dinh nay trudc tién sé duoc gidi quyét bang thwong lwong gitra Cong ty va Khach hang.
Trudng hop khéng thé thwong lwong dwoc thi tranh chap duoc gidi quyét bang trong tai tai
Trung tdm Trong tai Quéc té Viét Nam (VIAC) theo Quy téc tb tung trong tai ctia Trung tam
nay. Dia diém trong tai la tai Tp. H6 Chi Minh, Viét Nam.

Trong trwdng hop Khach hang khéng chap nhan cac diéu khoan, hodc rut lai sy déng y vé viéc
cho phép xt ly D liéu ca nhan cda minh theo muc dich trong Quy dinh nay, thi viéc rat lai
ddng y dé co thé lam anh huwdng dén viéc str dung céc tinh nang trén cac nén tang ctia Cong

ty.

19. Biéu mau

STT

Ma hiéu Tén Ghi chua

1 | FMR_REO05_FOO01 | Van ban chéap thuan vé viéc xt ly D& | Ap dung dé& déng y cho Cong ty xt

liéu ca nhan ly D liéu ca nhan

T
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STT Ma hiéu Tén Ghi chu
2 | FMR_REO5 FOO02 | Théng b&o yéu cau rit lai sw ddng y | Ap dung dé thuc hién quyén yéu cau
Chu thé div liéu Cong ty rut lai sw ddng y cung cap
hoac x6a D liéu ca nhan
3 | FMR_REO5 _FOO03 | Théng bo yéu cau han ché xt¥ ly D&r | Ap dung dé thuc hién quyén yéu ciu
liéu ca nhan ctia Cha thé di liéu Coéng ty han ché xt ly D liéu ca
nhan
4 | FMR_REO05_FO04 | Théng bao yéu cau cung cap D lieu | Ap dung dé thuyc hién quyén yéu cau
céa nhan cta Chu thé dir liéu Cong ty cung cap D liéu ca nhan
5 | FMR_REO5_FOO05 | Théng bao phan déi Cong ty xt ly Dir | Ap dung dé thwc hién quyén phan
lidu ca nhan cda Chu thé di liéu d6i Cong ty x& Iy D liéu ca nhan
6 | FMR_RE05 _FO06 | Thong bao khiéu nai déi voi viéc | Ap dung dé thuc hién quyén khiéu
Céng ty xt ly D& liéu ca nhan cla | nai déi véi viéc Cong ty xt ly D liéu
Cha thé di liéu ca nhan
20. Phuluc

Khéng ap dung

T

Code: FMR_REO05, Version: 01
Effective date: 08/07/2025

25/45




1.

[English]

Definitions and Explanations of Terms

1.1

1.2

1.3

1.4

1.5

1.6

Personal Data: Information in the form of symbols, written text, numbers, images, sounds, or
similar formats in the electronic environment linked to or identifying a specific individual.

Personal data includes data as defined in Article 3 of this Regulation.

Personal Data Processor: An organization or individual that processes data on behalf of the

Company through a contract or agreement with the Company.
Data Subject: An identifiable natural person to whom the Personal Data relates.

Personal Data Protection: Activities aimed at preventing, detecting, preventing, and addressing

violations related to Personal Data in accordance with legal regulations.

Personal Data Processing: One or more activities impacting Personal Data, such as: collection,
recording, analysis, verification, storage, modification, disclosure, combination, access,
retrieval, recovery, encryption, decryption, duplication, sharing, transmission, provision,

transfer, deletion, destruction of Personal Data, or other related actions.

Third Party: An organization or individual that is neither the Company nor the Data Subject.

Purpose of Personal Data Processing

We use Personal Data of Customer (“Data Subject”) to operate, provide, and improve Our Products

and for other purposes in the interest of the Customer in compliance with the law. The purposes for

which we use Personal Data ("Purpose") include:

2.1

2.2

2.3

2.4

To operate, provide, and deliver Our Products and process transactions related to Our
Products, including but not limited to registration, purchasing, selling, and transferring
ownership of apartments/houses/villas in our projects, and to provide services and privileges
related to Customers, participate in promotional programs, provide management services,

operate Our Products, process payments, and receive deliveries.

To support the establishment, operation, maintenance, and/or management of any accounts
opened by or registered to the Customer with us, and to provide related services and support

(including for payment purposes or to process orders and applications for such services);

To maintain, monitor, and/or operate any systems or platforms necessary to provide Our
Products, or related to (the) websites or (the) mobile applications to be provided by us or any

third-party service providers we designate;

To facilitate connections and interoperability between/among third-party service providers

designated by us regarding the services offered by those service providers;
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2.5

2.6

2.7

2.8

29

2.10

2.11

2.12

2.13

2.14

215

2.16

2.17

To evaluate, process, respond to, or resolve Customer inquiries, requests, feedback,

questions, guidance, or complaints; and to carry out other customer service activities;

To verify the identity of the Customer and/or related individuals (including but not limited to
founders, major shareholders, legal representatives, authorized representatives, board
members, directors, spouses, parents, children); and process orders and registration requests

for services;
To conduct credit checks in preparation for credit reports and/or to assess creditworthiness;

To provide and manage benefits for loyal Customers, rewards, promotions, competitions,

sweepstakes, and other related benefits;

To conduct market research, planning, customer surveys, trend analysis, and/or other related

data analytics;

To establish, enhance, and/or improve payment systems, including the interfaces or
interactions of those payment systems with the payment systems of financial institutions,

vendors, and/or other payment organizations;

To seek advice from experts, including legal counsel, or enforce the Customer's obligations
and our rights, including but not limited to debt collection from the Customer or by others, or
protect our rights and interests and/or those of any related organizations, partners, contractors,

or third-party service providers;

To conduct investigations or handle bad debts, prevent crime and fraud, detect prosecution,
manage risks, enforce terms and conditions for services we provide, or prevent any individual

from engaging in harmful or illegal actions;

To measure usage, analyze performance, debug, provide support, improve quality, and

develop Our Products;

To suggest Our Products that the Customer may be interested in, identify the Customer's

preferences, and personalize the Customer's experience with Our Products;

In certain circumstances, we are legally required to collect, use, or store the Customer's

personal information;

To contact the Customer regarding Our Products through various channels (e.g., email, chat)

and respond to Customer requests;

To market and promote Our Products in compliance with the law. We may display

advertisements for Our Products based on the Customer's preferences;
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2.18 To prevent and detect fraud and abuse to protect the security of the Customer, us, and others.

We may also use scoring methods to assess and manage credit risk;

2.19 We may seek the Customer's consent for the use of their personal information for a specific

purpose when we contact the Customer.

Types of Personal Data Processed

We collect customer personal information during the provision of Our Products to the Customer.

Below are the sources of information we collect:

3.1 Information Provided by the Customer: We collect any information the Customer provides

related to Our Products, including but not limited to:

a.

h.

Name, email address, residential address, contact address, phone number, and similar
contact information;

Payment information, including credit card details and bank account information;
Information about the Customer's organization and the Customer's point of contact, such
as colleagues or individuals within the Customer's organization;

Username, alias, role, and other authentication and security information;

Content of feedback, testimonials, questions, or communication with us;

Images of the Customer (static, video, and in some cases 3-D), voice, and other personal
identifying features of the Customer when the Customer attends a Company event or uses
some of Our Products;

Identity-related information, including identification (ID card, citizen identification, passport)
issued by the government, nationality;

Financial and business information; and

VAT number, personal income tax number, and other tax identifiers.

3.2 Automatically Collected Information: We may automatically collect certain types of information

when the Customer interacts with Our Products, including but not limited to:

a. Network and connection information, such as the Internet Protocol (IP) address used to
connect the computer (or other device) to the Internet and information about the Customer's
Internet Service Provider (ISP);

b. Information about the computer and device, such as device, app, or browser type and
version, browser plug-in type and version, operating system, or time zone settings;

c. The location of the Customer’s device or computer;

Authentication and security information;

e. Content interaction information, such as downloaded content, streaming, and playback
details, including duration and number of concurrent streams and downloads;
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3.3

3.4

f.  Product metrics, such as product usage, technical errors, reports, customer settings
preferences, backup information, API calls, and other logs;

g. Contentthe Customer has viewed or searched for, page response times, app and web page
interaction information (such as scrolling, clicking);

h. Email address and phone number used to contact us; and

i. Identifiers and information contained in cookies.

Information from Other Sources: We may collect information about the Customer from other
sources, including service providers, partners, and publicly available sources, including but not

limited to:

a. Marketing, sales generation, and recruitment information, such as name, email address,
physical address, phone number, and similar contact information;

b. Information about registration, purchase, support, or other interactions of the Customer with
our products, services, or third-party products related to Our Products;

c. Search results and links, including paid product/service listings (such as Sponsored Links);
and

d. Credit history information.

Sensitive Data: Additionally, some Personal Data we collect may be classified as sensitive

information, such as:

Information about physical attributes, individual biological characteristics;

=4

Information related to payment, including bank account information, credit card information,
etc. (excluding detailed card number, CVV, or other legal equivalent authentication code);
Location data of the individual determined via location services;

Educational background, qualifications, occupation information;

Customer preferences and habits;

Transaction data related to Customer transactions with the Company;

@ = o a o

Other Personal Data that is legally defined as sensitive and requires appropriate security

measures.

Method of Collecting Personal Data

Personal data may be collected from Customers in the following ways:

4.1

4.2

When the Customer provides Personal Data to us or submits forms, including through account
registration on our websites, mobile apps, online portals, emails, direct collection, or other

methods;

When the Customer (or any individual authorized by the Customer) contacts our staff,

subcontracted service providers (including any individuals transferring goods or services),

T
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4.3

4.4

4.5

4.6

4.7

4.8

4.9

410

4.1

customer service representatives, or marketing representatives via phone, mail, email, in-

person meetings, etc.;

When the Customer subscribes to our mailing list or registers for updates regarding any of Our

Products;

When the Customer responds to our promotional programs;

When the Customer is referred to us by business partners, corporate customers, and other
third parties;

When we receive the Customer's information from third parties related to products and services

the Customer has legally subscribed to;

When we record phone calls (e.g., via customer service hotlines), which may be recorded for
training, quality control, business, and/or other legal purposes. We will notify and obtain the

Customer’s consent beforehand;
During CCTYV recordings when an individual visits our stores and buildings;

When the Customer generates data or links data with their account, such as account

synchronization, registration authentication, etc.;

We collect automatically when the Customer visits our website and other websites owned or
managed by us, using technologies such as cookies (ours or third-party), contracts with us or
any third parties through our website, or downloads and/or uses any of our apps and/or

software; and

When the Customer (or any individual authorized by the Customer) provides Personal Data to

us for any other reason.

Collection and Use of Cookies

5.1

We use cookies, pixels, and similar technologies (collectively referred to as "cookies") to
identify the Customer's browser or device, learn more about the Customer's preferences,
provide essential features and services to the Customer, and for other supplementary

purposes, including:

a. lIdentifying the Customer when they log in to use our services. This allows us to provide the
Customer with suggestions, display personalized content, and offer other customized
features and services.

b. Keeping track of preferences that the Customer has approved. This allows us to respect
the Customer's likes and dislikes, such as the language and configuration chosen by the
Customer.

c. Conducting research and analysis to improve Our Products.
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5.2

5.3

5.4

d. Preventing fraudulent activity.

e. Improving security.

f. Providing content, including ads, related to the Customer's interests on our websites and
third-party websites.

g. Measuring and analyzing the quality of Our Products.

Cookies enable the Customer to take advantage of certain essential features of our products.
If the Customer blocks or rejects our cookies, they may not be able to use some specific
products or services that require the Customer to log in. The Customer may have to manually

adjust some options or language settings every time they visit our websites.

Approved third parties may also set cookies when the Customer interacts with Our Products.
These third parties usually include search engines, measurement and analytics service
providers, social networks, and advertising companies. Third parties use cookies during the
delivery of content, including advertisements related to the Customer’s interests, to measure

the effectiveness of ads and provide certain services on our behalf.

The Customer can manage browser cookies by adjusting their browser settings. The 'Help'
feature on most browsers will guide the Customer on how to prevent the browser from
accepting new cookies, how the browser notifies the Customer when they receive new cookies,
how to disable cookies, and when cookies expire. If the Customer disables all cookies in their
browser, neither we nor third parties will be able to transfer cookies to the Customer's browser.
However, if the Customer does this, they may need to manually adjust certain preferences each

time they visit the website, and some features and services may not function properly.

Personal Data Processing Methods

6.1

6.2

6.3

The Company and/or the Data Processor, with your consent, will carry out data processing
activities in accordance with legal regulations to achieve the Purposes specified in this

Regulation.

At the Company, security is our top priority. Our systems are designed with security and privacy

measures in mind to ensure the protection of your information.

We implement security controls to prevent unauthorized access and use of Personal Data. We
also regularly collaborate with security experts to update the latest information on cybersecurity
to ensure the safety of Personal Data. When collecting data, we store and protect personal
information in our server systems, and this Personal Data is secured using firewalls, access
control measures, and data encryption in accordance with international standards. For data
that does not have an applied technological foundation, we will determine the best method for

storing and securing the information.
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6.4

6.5

6.6

6.7

6.8

6.9

6.10

Your Personal Data will be stored and processed either in full or in parts within Vietnam. To the
extent permitted by law, the Company may transfer and store Personal Data abroad, including
cloud storage solutions. The storage of Personal Data will occur for the period necessary to
achieve the Purposes specified in this Regulation. The Company will only transfer your

Personal Data abroad in compliance with applicable data protection laws.

If you access the Platforms provided by the Company from a location outside of Vietnam, such
access will be understood as your consent to transfer your data outside the country/territory

and send it to Vietnam.

By providing your information, you consent to the Company, its subsidiaries, and affiliated

companies using your Personal Data in accordance with the Purposes and legal regulations.

When you choose to provide, share, and disclose your Personal Data on the Company’s
Platforms or in any other form, this means that you have consented and authorized the

Company to share that information in accordance with the Purposes.

In certain specific situations, your Personal Data may need to be collected by third parties as
required by law, such as competent government authorities or other service providers hired by
the Company for your benefit. In such cases, the collection and processing of Personal Data

between you and these third parties will also be subject to applicable data protection laws.

As per legal regulations, the Company may be required to collect and store your Personal Data
for internal purposes, such as record-keeping and compliance with tax, labor, insurance, and

other mandatory legal obligations at any given time.

During your activities at the Company, its subsidiaries, affiliates, and/or through other
communication channels, such as the Company’s hotline, the Company will have the right to
record your images and/or voice when necessary to serve the purposes outlined in this

Regulation.

Organizations and Individuals Who Process Personal Data

Customer information is a critical part of our operations, and we do not sell Customer personal

information to others. We only share personal information as outlined below. We only share personal

information within the Company and its subsidiaries if these companies comply with these

Regulations or similar regulations.

7.1

We provide Customers with third-party services, software, and content for use on or through
our Products. Customers will be informed when a Third Party is involved in their transactions,

and we will share relevant transaction information with that Third Party.

T
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7.2 We use and/or partner with other companies and individuals to perform certain tasks and
programs, such as promotions, cross-selling, etc., for the benefit of Customers. Examples
include: sending communications, processing payments, conducting credit risk assessments
and compliance, implementing interest support programs, handling collateral, data analysis,
providing marketing and sales support (including managing advertisements and events),
customer relationship management, and training. Third parties providing these services have
access to the personal information necessary to perform their functions but may not use it for
other purposes. Additionally, they must comply with these Regulations and applicable privacy

laws.

7.3 In the course of business development, we may sell or purchase businesses, restructure
businesses, or transfer projects or other services in compliance with the law. In such
transactions, personal information, databases, and the right to use information are generally
among the business assets transferred, but the transferee must continue to adhere to the terms
of these Regulations (or as approved by the Customer). Furthermore, in the event that the
Company or a majority of its assets is acquired by another company, Customer information will

become one of the transferred assets.

7.4 We disclose Personal Data when required by law, to enforce or apply our terms and

agreements with Customers.

7.5 In addition to the above provisions, Customers will be notified when their personal information

may be shared with a Third Party, and Customers will have the right to refuse such sharing.
Potential Consequences and Unwanted Damages

The processing of Personal Data always carries the risk of data leakage or loss, which could result
in unwanted consequences and damages. The Company recognizes the importance and
responsibility of protecting Personal Data, and is committed to complying with the principles of data
protection, the legal regulations related to your rights, and implementing appropriate protective
measures in accordance with applicable laws. The Company regularly reviews and updates the
optimal technical measures to ensure the safety of Personal Data processing, striving to minimize
risks and reduce potential unwanted consequences and damages, while protecting your legal rights

and interests, as well as those of the Company.
Data Retention Period

We store Customer personal information to ensure that Customers can continuously use our
Products, and we retain this information for the necessary duration to achieve the objectives outlined
in these Regulations, or as required by law (including for tax and accounting purposes), or to perform

other tasks in accordance with the parties' agreements, or even after the termination of the
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10.

11.

transaction between the Company and the Customer, if applicable and with prior notice to the
Customer. The retention period of Customer personal information may vary depending on the
purpose of use, and we will delete the Customer's personal information in accordance with applicable

laws.
Personal Data of Children

10.1 Regarding the processing of children's Personal Data, we always respect and protect children's

Personal Data. In the case that we collect Personal Data from children:

a. For children under 7 years old: We will seek consent from the child's parent or guardian.
b. For children from 7 years old to under 16 years old: We will seek consent from both the

child and the child's parent or guardian.

10.2 Unless otherwise required by law, the processing of children's Personal Data will be stopped

and the children's Personal Data will be deleted if:

a. The processing is not in accordance with the purposes that were consented to, or the
processing is completed for the purposes that were consented to;
b. The consent is withdrawn; or

c. At the request of the competent authority.
Consent of the Customer

11.1 The Company always respects and protects Customer information. Therefore, the Company
will only process the Customer's Personal Data in accordance with the purposes stated in this
Regulation and/or as required by law, with the Customer's consent, unless otherwise required

by law.

11.2 The Customer will be clearly informed by the Company of the contents of this Regulation when
accessing, creating an account, purchasing products, or using the Company’s services. By
completing the actions of accessing, creating an account, purchasing products, or using the

Company’s services, the Customer acknowledges the contents of this Regulation.

11.3 By performing one of the following actions after fully understanding the contents of this
Regulation, the Customer is considered to voluntarily and clearly express consent, allowing the
Company to process all of the Customer’s Personal Data in accordance with the purposes and

contents outlined in this Regulation:

a. The Customer signs a written confirmation when directly transacting with the Company; or
b. The Customer ticks the box stating "I have read, understood, voluntarily agree, and fully

accept this Regulation" when accessing, placing an order, creating an account,
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12.

11.4

11.5

11.6

registering as a member, and/or performing transactions on the Company’s website and/or

on the Company’s applications or online platforms.

When the Customer confirms as above, the Customer guarantees that when providing
information about another individual (e.g., an Relatives or a child), (A) that individual has been
informed about this Regulation and the necessary information related to the processing, and
(B) the Customer has the authority to give consent on behalf of that individual and has provided

valid consent on their behalf.

When processing sensitive Personal Data, the Company will notify the Customer that the data
to be processed is sensitive Personal Data. Unless otherwise required by law and/or the
Company provides different notification to the Customer, the sensitive Personal Data collected,

used, and processed by the Company is the data listed in Clause 3.4 of this Regulation.

In the event the Customer does not agree to allow the Company to process Personal Data for
any purpose, the Customer should send a specific request to the contact address provided in
Clauses 17 of this Regulation. The Company respects the Customer's rights; however, if the
Customer declines, the Customer may not be entitled to certain benefits from the Company,

and the Company will notify the Customer before they decide to decline.

Rights of the Company

12.1

12.2

12.3

12.4

12.5

12.6

In accordance with the provisions of this Regulation and applicable law, the Company has the

following rights:

To collect and process the Personal Data of Data Subjects as stipulated in Articles 4 and 6 for
the purposes defined in Article 2 of this Regulation and in accordance with the law, after

obtaining the consent of the Data Subject;

To share the Personal Data of Data Subjects with organizations or individuals for related

purposes as defined in Article 7;

To store the Personal Data of Data Subjects for the prescribed period to serve related purposes

as defined in Article 9;

To process Personal Data of individuals without the consent of the Data Subject in urgent cases
such as protecting life, health, or national security, as stipulated in Article 14.2 and in

accordance with applicable law;

To record audio and video and process Personal Data obtained from such recordings at the
Company for purposes of managing order, ensuring safety, and security, in accordance with
the Company's legal rights and interests, as prescribed by law, without the need for the Data

Subject's consent.
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13. Obligations of the Company

In accordance with the provisions of this Regulation and applicable law, the Company has the

following obligations:

13.1

13.2

13.3

13.4

13.5

13.6

13.7

13.8

13.9

To collect and process Personal Data in compliance with Articles 4 and 6 for the purposes
defined in Article 2 of this Regulation and in accordance with the law, after obtaining the consent
of the Data Subject:

To apply organizational and technical measures, as well as appropriate safety and security
measures, to demonstrate that data processing activities have been carried out in accordance
with this Regulation and the law on Personal Data protection, and to review and update these

measures as necessary.

To record, store, and delete system logs of Personal Data processing activities in accordance

with this Regulation.
To notify of any violations of Personal Data protection regulations.

To select appropriate data processors with clear tasks and only work with data processors that

have appropriate protection measures in place.
To ensure the rights of the Data Subject as prescribed in Article 14.

Before processing Personal Data of children, the Company will verify the child's age and obtain

consent from (i) the child and (ii) the child's parent or guardian in accordance with Article 10.

Not to sell, exchange, or lease (for a limited or unlimited time) the personal information of the
Data Subject in violation of this Regulation, without the Data Subject's consent as required by

current law.

To cooperate with the Ministry of Public Security and competent state authorities in Personal
Data protection, providing information to support investigations and handling violations of the

law on Personal Data protection.

14. Rights of the Customer

In accordance with the law, you have the following rights:

14.1 Right to Know
You have the right to be informed about the processing of your Personal Data, except in cases
where the law stipulates otherwise.

14.2 Right to Consent
Code: FMR_REO05, Version: 01 36/45
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You have the right to consent or not to consent to the processing of your Personal Data.
However, in some cases, the Company may process your Personal Data without your prior

consent, such as:

a. In emergency situations, where processing Personal Data is necessary to protect your life,
health, or the life and health of others.

b. Disclosure of Personal Data as required by law.

c. Processing data by competent government agencies in emergency situations related to
national defense, national security, public order, large-scale disasters, or dangerous
epidemics; when there is a risk threatening national security or defense, but not to the extent
of declaring a state of emergency; countering riots, terrorism, crime prevention, and
violations of the law as required by law.

d. Fulfilling obligations under contracts between you and relevant agencies, organizations, or
individuals in accordance with the law.

e. Serving the activities of government agencies as stipulated by specialized laws.

14.3 Right to Access

a. You have the right to access and view, edit, or modify your Personal Data on the Company’s
Platform, unless otherwise provided by law.

b. If you are unable to directly edit the data due to technical reasons or other reasons, you
have the right to request the Company to modify your Personal Data according to the
contact information specified in Article 17 of this Regulation. The Company will act within
72 hours after receiving a valid request from the Customer regarding all Personal Data

collected by the Company, unless otherwise provided by law.

14.4 Right to Withdraw Consent

a. You have the right to withdraw your consent, unless otherwise stipulated by law.

b. Withdrawing consent does not affect the legality of processing your data before the
withdrawal.

c. Upon receiving your request to withdraw consent, the Company will:
(i) Inform you of the potential consequences or damages when withdrawing consent;
(i) Cease and request relevant organizations or individuals to stop processing data for

which you have withdrawn consent.

T
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14.5 Right to Erasure

14.5.1  You may request the Company to erase your Personal Data in accordance with this

Regulation, unless otherwise provided by law.
14.5.2 You may request the Company to erase your Personal Data in the following cases:

a. You no longer deem it necessary for the purposes for which the data was collected
and accept the potential damages from erasing the data;

b. You withdraw your consent;

c. You object to the processing of data, and the Company has no legitimate grounds
to continue processing;

d. Your Personal Data is processed for purposes not agreed upon, or the processing
is in violation of the law;

e. Your Personal Data must be erased according to the law.

14.5.3 The erasure of data will not apply if your request falls under the following exceptions:

o

The law does not allow for the erasure of data;

b. Your Personal Data has been disclosed in accordance with the law;

c. Your Personal Data is processed for legal, scientific research, or statistical
purposes as required by law;

d. In the case of national defense, national security, public order, large-scale
disasters, dangerous epidemics, or threats to national security that have not yet
declared an emergency; countering riots, terrorism, and criminal law enforcement;

e. Inresponse to an emergency situation that threatens your life, health, or the safety

of others.

14.5.4 The Company will erase the data within 72 hours after receiving your valid request, for

all Personal Data the Company has collected, unless otherwise provided by law.

14.5.5 The Company will erase and ensure your Personal Data is irrecoverable in the

following cases:

a. Data is processed for purposes other than those agreed upon, or the purpose has
been completed;

b. The storage of your Personal Data is no longer necessary for the Company’s
operations;

c. The Company is dissolved, ceases operations, declares bankruptcy, or terminates

its business activities as required by law.

T
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14.6

14.7

14.8

Right to Restrict Processing

14.6.1 You have the right to request the Company to restrict the processing of your Personal

Data, unless otherwise provided by law.

14.6.2 The restriction of processing will be applied by the Company within 72 hours after
receiving your valid request for all the Personal Data you request to be restricted,

unless otherwise provided by law.
Right to Data Portability

14.7.1 You have the right to request the Company to provide you with your Personal Data,

unless otherwise provided by law.

14.7.2 The Company will provide your Personal Data within 72 hours after receiving your

valid request, unless otherwise provided by law.
14.7.3 The Company will not provide your Personal Data in the following cases:

a. It may harm national defense, national security, public order;
Providing your Personal Data may affect the safety, health, or well-being of others;
c. You do not agree to provide or allow representatives or authorized persons to

receive your Personal Data.
14.7.4 Reception of Personal Data requests:

a. The Company will receive Personal Data requests and track the process and list
of data provided as requested;

b. If the requested Personal Data is not within the Company’s authority, it will notify
and direct you to the appropriate authority or clearly inform you of the inability to

provide the data.

14.7.5 Resolving Personal Data requests: When receiving a valid Personal Data request, the
Company will notify you about the time frame, location, format for providing the
Personal Data, the actual cost for printing, copying, mailing, faxing (if applicable), and
methods and payment terms. It will fulfill the request in accordance with the

procedures outlined in this Regulation.
Right to Object to Data Processing

a. You have the right to object to the Company processing your Personal Data for the purpose
of preventing or restricting the disclosure of Personal Data or using it for advertising or
marketing purposes, unless otherwise provided by law;

b. The Company will process your request within 72 hours after receiving a valid request,

unless otherwise provided by law.
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14.9 Right to Complain, Report, or File a Lawsuit
You have the right to file a complaint, report, or initiate legal action in accordance with the law.
14.10 Right to Claim Compensation

You have the right to request compensation for damages as per legal regulations if there is a
violation of the provisions concerning the protection of your Personal Data, unless otherwise

agreed between the Company and you or as stipulated by law.
14.11 Right to Self-Protection

You have the right to self-protection as provided in the Civil Code, relevant laws, or to request
competent authorities or organizations to take protective measures according to legal

regulations.
14.12 Method of Exercising Rights

a. To exercise your rights as specified in Article 14 of this Regulation, please use the

appropriate form available on the Company’s website: https://filmore.com.vn/ and send to

the incharge department provided in Article 17.

b. The forms to exercise the rights of the Data Subject are listed in Article 19 of this Regulation.

c. Upon request, the Customer or the Customer's legal representative shall send a Notice in
the prescribed format to the Company through direct delivery at the Company’s
headquarters, via email, or through postal services as per the contact information in Article
17.

d. In the event that the Customer authorizes another organization or individual to represent
them in processing their Personal Data with the Company, the Customer or their legal
representative must provide the Company with a valid authorization document (if
authorizing an individual, the document must be notarized or certified; if authorizing an
organization, the document must include the signatures of both the Customer and the
authorized representative of the organization). Additionally, the authorization document
must clearly state that the Customer acknowledges the notifications, policies, terms, and
conditions related to Personal Data processing and agrees to allow the Company to
process their Personal Data.

e. The Company will designate responsible personnel to receive, process, and monitor the

Customer's requests in accordance with the law.
15. Obligations of the Customer

15.1 Protect your own Personal Data; request relevant organizations and individuals to protect your

Personal Data.
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https://filmore.com.vn/

15.2

15.3

15.4

15.5

15.6

15.7

Respect and protect the Personal Data of others.

Provide complete and accurate Personal Data when agreeing to allow the Company to process

the Customer’s Personal Data.

Commit, ensure, and take responsibility when providing third-party Personal Data to the
Company. The Customer commits that they have obtained the legal authorization from the
Third Party for providing and processing Personal Data, and have informed the Third Party
clearly, who agrees to all the contents of this Regulation, including the authorization for the
Company to process the Third Party’s Personal Data for one or more or all processing purposes

stated in this Regulation.

Notify, update, and supplement your Personal Data to the Company in a timely and accurate

manner, in accordance with the data processing purpose.

Comply with the conditions (if any) when exercising the rights of the Customer as prescribed in

this Regulation and relevant laws.

Fulfill other obligations as per this Regulation and relevant laws.

16. Responsibilities in Implementing the Regulation

16.1

16.2

Collecting Personal Data and Obtaining Consent from the Data Subject

a. The Customer Relations Department, in line with the Company's needs, initiates the request
to collect Personal Data and explains the contents of this Regulation to the Data Subject.
b. The Customer Relations Department obtains confirmation of the Data Subject's consent at

the start or end of the Personal Data collection process as stipulated in Article 11.
Storing Personal Data

a. The IT Department notifies and guides relevant departments on the technology platforms
to store and process Personal Data for which the Company has established processing
platforms. For other Personal Data, the Customer Relations Department determines the
storage method.

b. The IT Department is responsible for ensuring that all Personal Data is stored on secure
platforms and that access control measures are applied. The Customer Relations
Department is responsible for ensuring that the documents it decides to store are kept
secure.

c. The Customer Relations Department is responsible for verifying the completeness,

accuracy, and updating of Personal Data.

T
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16.3 Processing Personal Data

16.3.1 The Customer Relations Department is the leading department responsible for all

activities in the Personal Data processing process.

16.3.2 After obtaining the Data Subject's consent, the Customer Relations Department

informs the Data Subject of the following details related to the processing of their

Personal Data:

Purpose of processing;
Type of Personal Data used in relation to the processing purpose;

Processing method;

Qo T oo

Information about other organizations or individuals related to the processing

purpose;

o

Potential unwanted consequences or damage;

Start time and end time of data processing.

16.3.3 The Customer Relations Department is responsible for processing Personal Data in

accordance with this Regulation and applicable laws.

16.3.4 Other departments in the company wishing to process Personal Data must obtain

approval from the Chief of the Customer Relations Department.

16.4 Handling Requests from the Data Subject

a.

Upon receiving a request from the Data Subject regarding their rights as stipulated in Article
14, the Customer Relations Department is responsible for fulfilling the Data Subject's
request in accordance with this Regulation.

If necessary, the Customer Relations Department may consult with the Legal Department
and the IT Department to determine the legality of the request and how to proceed.

In case of complaints, accusations, or lawsuits from the Data Subject, the Customer
Relations Department and the Legal Department are responsible for coordinating to resolve

the issue in accordance with the law.

16.5 Monitoring and Updating Data Security Regulations

T

a. The IT Department will continuously monitor the security system to ensure there are no
security violations or leaks of Personal Data.

b. The Customer Relations Department will collaborate with other departments to identify and
address potential data security risks.

c. The Legal Department is responsible for reviewing and updating this Regulation in
accordance with the legal provisions on privacy rights.
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16.6

16.7

d. In the event of a violation of Personal Data protection regulations under Article 23.6 of
Decree 13/2023/ND-CP dated April 17, 2023, the Customer Relations Department shall
take the lead and coordinate with the Legal Department to draft and send a notification to
the Ministry of Public Security (Cybersecurity and High-Tech Crime Prevention Department)
no later than 72 hours after the violation occurs. If the notification is made after 72 hours, it

must be accompanied by a reason for the delayed notification.
Training and Raising Awareness

The Legal Department and the Customer Relations Department will take the lead in organizing
training and communication of this Regulation to relevant departments and new personnel
responsible for these regulations, to raise awareness and understanding of privacy rights within

the company.
Reporting and Internal supervising

Annually, as per the Internal Control Department's schedule, the Customer Relations
Department is responsible for preparing a report and submitting it to the Internal Control

Department for an audit of the implementation of this Regulation.

17. Contact Information

To exercise your rights under this Regulation or to request, reflect, or file a complaint regarding the

processing of your Personal Data by the Company, you can contact us using the following

information:

a. Customer Relations Department, Filmore Real Estate Development Joint Stock Company.

b. Address: 357 — 359 An Duong Vuong, Cho Quan Ward, Ho Chi Minh City.

c. Email: customerservice@filmore.com.vn or as per the contact information in the Contract
or Agreement signed with you.

d. Phone: +84 28 3829 9999

18. Implementation Provisions

18.1

18.2

18.3

This Regulation shall take effect from the date of signing and will be publicly announced by the
Company to you on the official website and/or through communication and transaction

channels between the Company and you and/or the Company's applications.

This Regulation is an inseparable part of the agreements and Contracts entered into between

the Company and you.

In accordance with applicable legal regulations, the Company may change, adjust, supplement,

or update this Regulation based on its policies, decisions, and guidelines. These updates will
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18.4

18.5

18.6

18.7

19.

be published on the Company’s website at https://filmore.com.vn/ and communicated to you

through other appropriate communication channels.

The Company may change the Personal Data provisions over time, and the version of this

Regulation displayed on the Company’s website https:/filmore.com.vn/ will be the most

updated version.

The Company recommends that you regularly check this Regulation on the Company’s
Platforms to stay updated on any changes and to always be informed about how the Company
is protecting your Personal Data. Your continued use of the Platforms is deemed as continued

use of the Company’s services and acceptance of the updated version of this Regulation.

Any complaints or disputes related to the collection and processing of Personal Data under this
Regulation will first be resolved through negotiation between the Company and you. If an
agreement cannot be reached, the dispute will be resolved through arbitration at the Vietnam
International Arbitration Center (VIAC) in accordance with the Arbitration Rules of this Center.

The arbitration will take place in Ho Chi Minh City, Vietnam.

In the event that you do not accept the terms or withdraw your consent for the processing of
your Personal Data for the purposes stated in this Regulation, such withdrawal may affect your

ability to use certain features of the Company’s Platforms.

Forms

No

Code

Name of Documents

Note

FMR_REO05_FOO01

Consent Form for Personal Data

Processing

Applicable for granting consent for the

Company to process Personal Data.

FMR_REO05_FO02

Notice of withdrawal of consent by
Data Subject

Applicable for exercising the right to

request the Company to delete

Personal Data or to withdraw its

consent to provide Personal Data .

FMR_REO05_FO03

the
the

Processing of the Data Subject’s

Notice of Request for

Company to  Restrict

Personal Data

Applicable for exercising the right to
request the Company to restrict the

processing of Personal Data.
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https://filmore.com.vn/
https://filmore.com.vn/

No

Code

Name of Documents

Note

FMR_REO05_FO04

Notice of Request for the
Company to Provide the Data

Subject’s Personal Data

Applicable for exercising the right to
request the Company to provide

Personal Data.

FMR_REO05_FO05

Notice of Objection to the
Company’s Processing of the

Data Subject’s Personal Data

Applicable for exercising the right to
object to the Company processing

Personal Data.

FMR_REO05_FO06

Notice of Complaint Regarding
the Company’s Processing of the

Data Subject’s Personal Data

Applicable for exercising the right to file
a complaint regarding the Company’s

processing of Personal Data.

20. Appendixes

Not applicable
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